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 QUESTION 1 

A company implements Windows and Linux VMs in an Azure Virtual Network. The company plans to 

apply routing changes to the virtual network. You need to determine the impact of these changes on 

network latency affecting applications that use TCP and UDP traffic. The solution must provide the 

highest level of accuracy. Which tools should you use? 



A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator 

enables backups for the VM by using the Azure portal. The company reports that the Azure VM backup 

job is failing. You need to troubleshoot the issue. What should you do? 

A. Create a new manual backup in Backup center.

B. Run chkdsk on the VM.

C. Configure the retention range of the current backup policy for the VM.

D. Install the VM guest agent with administrative permissions.

E. Enable replication and create a recovery plan for the backup vault.

A company has an Azure virtual network (VNet). An administrator creates a subet in the VNet named 

AzureSastionSubnet. The administrator deploys Azure Bastion to AzureBastionSubnet. 

Correct Answer: 

QUESTION 2 

Correct Answer: D 

QUESTION 3 



The administrator creates a default network security group named nsg-Bastion. The following error 

message display when the administrator attempts to assign nsg-Bastion to AzureBastionSubnet: Network 

security group nsg-Bastion does not have necessary rules for Azure Bastion Subnet AzureBastionSubnet 

You need to resolve the issues with the inbound security rules. 

Which port or set of ports should you configure? 



 QUESTION 4 

A company uses an Azure Virtual Network (VNet) gateway named VNetGW1. VNetGW1 connects to a 

partner site by using a site-to-site VPN connection with dynamic routing. The company observes that 

the VPN disconnects from time to time. You need to troubleshoot the cause for the disconnections. 

What should you verify? 

A. The partner's VPN device and VNetGW1 are configured using the same shared key.

B. The partner's VPN device is configured for one VPN tunnel per subnet pair.

C. The public IP address of the partner's VPN device is configured in the local network gateway

address space on VNetGW1.

D. The partner's VPN device and VNetGW1 are configured with the same virtual network address

space.

 Correct Answer: A 

 QUESTION 5 

A company deploys an Azure Firewall. The company reports the following log entry: 

Correct Answer: 



For each of the following questions, select Yes or No. 

 QUESTION 6 

A company uses Azure AD Connect. The company plans to implement self-service password reset 

(SSPR). An administrator receives an error that password writeback cloud not be enabled during the 

Azure AD Connect configuration. The administrator observes the following event log error: Error 

getting auth token You need to resolve the issue. Solution: Disable password writeback and then 

enable password writeback. Does the solution meet the goal? 

A. Yes

B. No

 Correct Answer: B 

 QUESTION 7 

A company has an ExpressRoute gateway between their on-premises site and Azure. The 

ExpressRoute 

Correct Answer: 



gateway is on a virtual network named VNet1. The company enables FastPath on the gateway. You 

associate a 

network security group (NSG) with all of the subnets. 

Users report issues connecting to VM1 from the on-premises environment. VM1 is on a virtual network 

named 

VNet2. Virtual network peering is enabled between VNet1 and VNet2. 

You create a flow log named FlowLog1 and enable it on the NSG associated with the gateway subnet. 

You discover that FlowLog1 is not reporting outbound flow traffic. 

You need to resolve the issue with FlowLog1. 

What should you do? 

A. Create the storage account for FlowLog1 as a premium block blob.

B. Create the storage account for FlowLog1 as a premium page blob.

C. Enable FlowLog1 in a network security group associated with the subnet of VM1.

D. Configure the FlowTimeoutInMinutes property on VNet1 to a non-null value.

 Correct Answer: B 

 QUESTION 8 

A company manages a solution that uses Azure Functions. 

A function returns the following error: Azure Function Runtime is unreachable. 

You need to troubleshoot the issue. 

What are two possible causes of the issue? 

A. The execution quota is full.

B. The company did not configure a timer trigger.

C. The storage account application settings were deleted.

D. The function key was deleted.

E. The storage account for the function was deleted.

 Correct Answer: B,C 


